Thank you for providing a submission for the FY 2017 Annual Report. This report is an important element of NIST’s outreach and information sharing. It is noteworthy that many of NIST’s stakeholders, including lawmakers and their staff, have shared that these reports help them understand the value received from funding and support for NIST. Just as importantly, it provides a way for public- and private-sector partners to understand the work being done in the IT Laboratory, ways to collaborate, and areas of potential further research.
Keep in mind the timeframe that the 2017 Annual Report should cover is from October 1, 2016 TO September 30, 2017.
Based on several years’ reports, the team has found that a helpful report entry will include the following items:
· Introduction – a brief introduction to the project/program
· Objectives of the program or project team
· Major accomplishments
· Publications / other results that project/program published/released
· For this FY, brief description
· Plans for next year or future (FY 2018)
· An illustration or two
· For More Information, See: (URL of project)
· Contact information
Our reviewers have shared some tips regarding considerations when creating an entry for the Annual Report:
· While a little background is helpful, a long history may distract from the current project elements. We’ve often heard the phrase, “Less is More”, around the campus, and that’s often true!
· Be sure to write in the 3rd person, avoiding personal pronouns like “we” or “our”. A notable exception to that is in the abstracts section that references publications and conference papers. There, the existing abstracts often use personal pronouns, and NIST has determined that these abstracts will be published in the Annual Report in their original form.
· If an image or two is used within the write-up, please include a brief description of what the image is trying to show.  See the example write-up provided below.  Some images are self explanatory (Ex. A photo of fellow colleague working at a booth at a conference – all needs to be explained is in the caption below image (Ex. Figure #: Staff A is presenting a demo to a group of conference attendees.
· Many offices have simply changed the Fiscal Year reference with little other changes to previous submissions (some haven’t even done that!). Remember that this is an opportunity to highlight some great accomplishments in the year before – one can draw from previous submissions, but changing three words and resubmitting may not really do credit to great work accomplished.
· Try to describe the impact of the work being done, rather than simply listing project tasks.
· Try to avoid including long references (e.g., URLs) in the middle of a sentence. It is often difficult to parse a sentence that has lines of pointers in the middle of a thought. If a pointer to an external resource is needed, please describe the relevant thought and end the sentence with (See: [external reference]).
· Consider any visual aids that are relevant. Even a piece of clip art may be better than a page full of straight text, but a meaningful illustration or table might really help to improve understanding. You know your topics and your audience, but remember that not all readers are experts in the topic described.
· The first time an abbreviation or acronym is used, please spell it out.
· Be sure to follow NIST’s usual style guidance, such as the use of italics to reference publication titles (e.g., SP 800-12, An Introduction to Computer Security).
Lastly, a thank you in advance for getting these back to the team in a timely fashion. Due to a series of unfortunate events, it took nearly 10 months to complete the FY 2016 report. We would love to wrap up this year’s report in a few weeks, and the team is counting on your help to make that happen! The 2016 ITL Cybersecurity Annual Report is available on-line on the CSRC website (the Pre-Publication version is there, the final PDF version is expected to be available on the week of Oct. 16-20 – link to it will be provided on CSRC website – the document # is SP 800-195.  Here is URL to the PRE-Publication version on CSRC: 
https://csrc.nist.gov/publications/detail/sp/800-195/final  (As soon as the final PDF has been posted, I (Pat) will let you know by email).
The following article provides an example of a write-up from last year that includes many of the elements described above. We have added an external reference to help illustrate how that might look – the URL isn’t part of the original article.
[bookmark: _Toc484788708]Blockchains
The Cryptographic Technology Group (CTG) began studying the use of blockchains, which have been suggested as a solution for many applications. A blockchain is a distributed database that maintains a continuously growing list of records called blocks that are secured from revision using a hash function. Each block contains a link to the previous block.  A new block is added to the chain only when multiple parties (possibly mutually untrusting parties) agree to its accuracy. In essence, a blockchain is a mutually agreed-upon record of history. 
[image: ]
Figure 14: Example of a Blockchain
Figure 14 illustrates three blocks in a blockchain, where each block contains at least one transaction, a nonce and the hash value of the previous block in the chain.
The most well-known example of the use of a blockchain is BitCoin and similar digital currencies. However, the use of blockchains has been proposed for other applications, such as smart contracts and various ledgering applications.
Many organizations have suggested applications for the use of blockchains, some of which may not be appropriate. The CSD is investigating the use of blockchains to determine which application types are appropriate for using blockchains and which are not. The CTG is monitoring the proposed uses of cryptography to assure that current cryptographic techniques are used properly and whether new techniques are required.
During FY 2016, the CTG participated in two blockchain workshops: the “DC Blockchain Summit” in March and the “Blockchain and Healthcare Workshop” in September. The CTG took an active role in the September workshop by reviewing papers and providing presentations on blockchains and the CTG standards that might be useful for future blockchain work. The CSD also began testing the use of several blockchain nodes.
During FY 2017, in addition to continuing familiarization with the use of blockchains and monitoring the cryptography proposed, the CTG is planning to participate in a blockchain study group sponsored by American Standards Committee X9, the financial services committee of the ANSI.
FOR MORE INFORMATION, SEE: 
https://www.nist.gov/itl/
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Figure: A block chain containing three blocks, each containing the hash of the previous block,
and each containing a sequence of transactions and a nonce.

« Each block in the chain commits to all previous
blocks and transactions










